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Ȃ 

 

 

 

׆ ⌠ ₯ ᴆ ץ̆ ῤ Ώӟ ∆ץ ̆

₯ Ҭ ̆ ғ ᴪ ȂҊ ΐᵣ ᴺ flash

ᴆ № Ȃ 

二、攻击样本分析 

2.1 主 Dropper 分析 

ᴺ flash ΐ ⱳ ῒ̆ᴪ ȁ ȁ

’̆ Ҍ Ȃ 

1ȁ ̆ ᾢ ESET ᴮ̆ ᴋ ѿҩ ₮ Ȃ 

ҽ └ Ḥ ESET Ȃ 

 

 

 

avira.Systray.exe ᴮ Ȃ 

 

 

 

2ȁ Ҍ ̆↕ᴪ ҩ ᴆ̆ №ҹץҊ ’̔ 

̂1̃ ԍ Vista ץ ̆ ╠ ̆ ԍ UAC └̆

ᴆ └⌠ system32 Ҋ̆ ᴪᶏ CIA Vault 7 UAC

Ⱳ Ȃ 

⇔ wusa.exe ̆ ῒפ └ Ȃ
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CreateProcessWithLogon ⇔ ̆username ᴰ῀"uac"̆domain ᴰ῀

"is"̆passwordᴰ῀"useless"Ȃ 

 

 

 

ғ̆ Vista ӊ ̆ ̆ᴪ ’̆ Ả

WSearch Ⱶ̂ SearchIndexer.exe,SearchProtocolHost.exẽȂ

360tray.exe(360)ȁekrn.exe(ESET)ȁ kxetray.exe( )Ҭ ᴋ ѿҩ ̆ Ả

WSearch ⱵȂ Ҍ ̆↕ Ȃ ≢

360tray.exĕ ᴪ WSearch Ⱶ ҹ ꜚ ꜚȂ 

̂2̃Vistaӊ╠ Ҍ ҉ ҹ̆ᴪ ᴆȂ 

 

3ȁҊ ҹ ᴆ Һ Ȃ 

̂1̃ ᾢᴪⱴ ̆  
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̂2̃ № ѿ֓ ̆ № ⱴ PE ̆

ᴆ №≢ҹ temp0ȁfakeȁacessȁwrivt.exe ̆wrivt.exe Vistaӊ 64

ᵝ ҉ᴪ ₮ Ȃ 

’̆ ₃ҩ ᴆ Ҍ Ȃ 

 

   

64exename wrivt.exe 64ᵝҊ−  

64loadpath7 system/msTracer.dll 
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AfterInstallation RemoveInstaller − Ẋῳ

flash  

 

̂3̃ 32ᵝ 64ᵝ №̆≢ⱴ temp0ȁfakeȁacess 

32ᵝ 64 ̆ ⌠ Ȃ 

̂4̃ ≢ ₮ ̆ Vistaӊ╠ ̆ MoveFileExW temp0

⌠ Ȃᵖ Vistaӊ ̆ ץ’ 32ᵝ 64ᵝ

̆ Ҍ temp0⌠ Ȃ 

ԍ 32ᵝ ̆ғ 360tray.exeȁrstray.exeȁqqpctray.exe Ҍ ̆↕

 

 

makecab.exe /V1 "C:\Users\<username>\AppData\Local\Temp\msTracer.dll" 

"C:\Users\<username>\AppData\Local\Temp\msTracer.dll.msu" 

 

msTracer.dll ᴆ ѿҩ msu(Windows ) ᴆ̆ wusa.exe

̂windows ᴆ ̃ ̆ msTracer.dll.msu temp0 ⌠

Ȃ 

 

wusa.exe /quiet "C:\Users\<username>\AppData\Local\Temp\\msTracer.dll.msu"  

/extract:C:\Windows\system32 

 

360tray.exeȁrstray.exeȁqqpctray.exeҬ ᴋ ѿҩ ↕̆ᶏ Com 

Elevation Moniker UAC̆Ῥ Ȃ UAC Һ ̔ 

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Uninstall 

ⱴѿҩ EsayNote ̆ ῒ UninstallString ҹ 

C:\Users\<username>\AppData\Local\Temp\xcopy.exe 

"C:\Users\<username>\AppData\Local\Temp\msTracer.dll" "C:\Windows\system32\"  
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COM ᴆ IARPUninstallStringLauncher ̆ ᴪ ⌠

UninstallString פ xcopy.exe  msTracer.dll ⌠ system32 ҊȂ12 

ԍ 64ᵝ ̆ ᾢ 360tray.exe ̆ Ҍ ̆ rstray.exeȁ

qqpctray.exĕ Ӟ Ҍ ̆↕ ҉ UAC Ȃ

rstray.exeȁqqpctray.exe ᴋ ѿҩ ↕̆ ҉ +wusa.exe Ȃ 

360tray.exe ̆ᴪ ҳ wrivt.exe Ȃwrivt.exe

ѿ ⱳ − ӊ╠ temp0Ȃ ̆ Vistaӊ 64ᵝ ̆

ԅ

https://3gstudent.github.io/3gstudent.github.io/通过COM组件IARPUninstallStringLauncher绕过UAC/
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҉ ױ Һ Dropper ȁ ’̆ Ҍ

ԅ№ ҍ ȂῒҬ temp0ᵬҹ Loader ̆ ץ ҹ Ȃ

Ҋ ױ temp0 ⱴ ץ temp0ⱴ AV acess

№ Ȃ 

1ȁ Dropperᶏ ԅ DLLꜝ temp0 ⱴ Ȃ 

̂1̃ 32 ᵝ XP Ҋ̆temp0 ҹ system/srvlic.dll̆ ≠

LanmanServer Ⱶ ⱴ ȂLanmanServer svchost.exe ᴪⱴ srvsvc.dll

ᴆ̆ srvsvc.dll ᴆᴪ LoadLicensingLibrary ѿ API ⱴ srvlic.dll

ᴆȂ 

 

 

 

̂2̃ 32ᵝWindow 7 Ҋ̆temp0 ҹ system/msTracer.dllȂ 

≠ ⱵWSearch SearchProtocolHost.exe msTracer.dll

ⱴ Ȃ 

 

̂3̃ῒ Ҋ̆temp0 ⱴ ᵌ̆ҌῬ Ȃ 

 

2ȁtemp0 Һ ⱳ ╠ commonappdata/Intel/Runtime/Ҋ fakeȁ

acess ̆ ῤ Ҭ Ȃᵖ╠ 3 ҩ ᴆҬ ῒҬѿҩ̔ ╠

ҹ System ̆ ╠ explorer.exĕ ╠ SearchProtocolHost.exeȂ 

3ȁ ᴆ ̆temp0ᴪⱴ ̆ ̆∆ ҹ 0x4Ĕ

ѿ 0x0F̆ ҹ ̆ ᴪ ₮ fake acess Ȃ 

4ȁ ̆temp0 ᴪᾢ acesŝ ̃̆ ῤ

needmid setmid₱ Ȃ needmid setmid ‗ ⱴ

fake Ȃ 
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5ȁԊ ҉̆ needmid₱ ҉ ̆ ԅ

̆ᵖ version.dll̆temp0ᴪ ⱴ fake ̆ ᴪ

ѿ Ȃ 

6ȁacess ᾢᴪ ҽ Ύ  

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\x

xҊ DisplayName Ȃ 

7ȁ ̆ῒ ᴪ Ҋ version.dll̆ ↕ Ȃ

temp0ᴪ ⱴ fake Ȃ Ҍ ̆ acessḠ ⌠

Ҋ version.dllȂҹԅ ѿ ̆acessᶏ ԅѿ  dll ῀ ̆ ԍ

MS └ dll ῀̆Ӟ ҹ DoubleAgentȂ 

ῒ ≠ Ҋ̔ 

ᶫ ѿ └̆ ҩ exe ̆ҹῒ Ύѿ

ҩ VeriferDllsȂVerfierDlls exe ꜚ ⱴ ̆ API Hook ̆

exe Ȃ 

└̆ ҹ exe⇔ ңҩ Ἕꜝ Ҋ Ύ Ȃѿ

⇔ DWORD GlobalFlağ ῒṿҹ 0x100Ȃԋ ⇔ ұ

VerifierDlls̆ Dll Ȃ 

ăcess ⌠ ҹ vfpod.dll̆

uni0nst.exe Ύ VerfierDllsȂ 

Ύ ̆ ץ ⌠ῒῤ Ύԅ VerifierDlls̆ ԅ dll Ȃ 

“HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image 

File Execution Options\uni0nst.exe” 

 

 

 

uni0nst.exĕ vfpod.dll acessᴪ uni0nst.exeⱴ Ȃ 
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vfpod.dllᴪ ⌠ Ҋ version.dllȂ 

ⱴ version.dll ↕̆ᴪ OpenProcess₱ ̆

temp0 fake Һ SearchIndexer.exe ȁ explorer.exe ȁ

searchprotocolhost.exe ̆↕ᴪ t̆emp0 fake ᾧԍ Ȃ Ӟ

ҹָӇ version.dll t̆emp0ᴪ ⱴ fake

Ȃ 

̆ Ӟױ ҉ ̆ Ҋ Ȃ 

 

2.2.2  Downloader№  

 

1ȁfake Ҋ ̆Һ Ҋ ῒ ᴆ ᵬ Ȃ ԍ Vistaӊ╠ f̆ake

Һ explorer.exĕ Ҍ ̆ῒᴪ temp0

῀⌠ explorer.exeȂ 
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2ȁ ԍ Vista ӊ ̆ ╠Ҍ System ̆Ӟᴪ ⌠ ῀ temp0
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Size ԍ ⁞ 4̆MagicȁPayLoad ᶏ SecretKey ⱴ ԅ̆SecretKey

Ȃ 

ץ OPcode1==0x22836D73ȁOPcode2==0x6F42E3C0ҹᶛ̆ פ

ᵝ 32ᵝ 64ᵝȂ 

 

 

פ 36 S̆ize ԍ0x20 36-4=32ȂSecretKey 0x17f2b106̆

ⱴ Magic ȁOPcode1ȁOPcode2ȁPayLoadȂ 

 

≠ SecretKey(0x17f2b106) Magic ȁOPcode1ȁOPcode2ȁPayLoad̔ 

 

Magic̔0xC7315A6B̆OPcode1̔0x22836D73̆OPcode2==0x6F42E3C0 

PayLoad̔FC FF FF FF FF FF FF FF̆ ԍ פ ӈȂ 

 

 

OPcode1ȁOPcode2̆ ⱳ Ȃ 
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ⱳ ₱ ExecCmfd_GetPlatformBits success X86 ұ

̆Ҭ 8ҩ FF№ Ȃ 

 

 

 

64ᵝ D̆ropper 64ᵝ fakeᴪ success X64ȂԊ ҉̆

C&C ᶭ Ҋ 32ᵝ 64ᵝ ᴆȂ 

 

SecretKey̆ ᶛ 0x5E2A5642̆ Magic(0xC7315A6B)

ұ ⱴ Ȃ ₮ ̆Magic(0xC7315A6B) ̆ Ҍ

ᶏ C&C פ 0xC7315A6BȂ 
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4ȁfake Ҋץ 6  ̔פ

OPcode1 OPcode2 ⱳ  

0134A6D30 0100B4627 
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2.2.3 №  

 

main ̆ ҍ C&C ̆ C&C ̆פ Ҋ

ᴆȂῒ ԅѿҩ ̆ ᴆ ⱳ ₱ Ḡ ̆

⌠ C&C פ ̆ᴪ ⌠ ₱ Ȃ 

 

 

 

main Ҋ  ̔פ

GetOperationBasicInformation 

LoadDll 

LoadPlugin 

UnloadPlugin 

ForkOperation 

FindRequiredLibrary 

ClientBasicInformation 

SettingsService 

UpdateSettingsService 

UpdateService 

UninstallService 

ExecuteService 

ExecuteServiceAsUser 

KeepAliveService 

RawModeService 

RawModeUDPService 

LoadRequiredLibrary 
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⌠ ╠ҹ ̆ ⌠ԅ GetOperationBasicInformationȁClientBasicInformation

ҹ≢№̆פ Ḥ ( X86 X64) Ḥ ( ᴆ )Ȃ 

2.2.4 ᴆ№  

 

Ҋҹץ Ҋ ᴆ↓ ̆Ҋ №≢ ῒᵬ Ȃ 

 

 

1ȁ ᴆ FxCoder̔ 

FxCoder ԅ Deflate ̆ ȂFxCoder Ҋ ⱴ

ӊ ̆main C&C Ḥ Ḥ ᴪᾢ ̆ Ῥ fakeᶏ ⱴ

ⱴ Ȃ 

 

2ȁ ᴆ utility̔ 

utility ѿҩⱳ ᴆ̆Һ ᴆ ᵬ̆ ᴆ Ώ− ̆

Ҋ ⱴ
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inter ѿҩ dll ̆ᴪ ῀⌠ Ȃ dll ᶫԅ 4ҩ פ  ̔

 

Update 

LoadStub 

EndInterCommService 

ForkOperation2 

 

ῒҬ LoadStub ῤ ⱴ dll̆Updateҹ ᵬȂ 

 

4ȁ ᴆ io̔ 

ioᴪ inter RegisterInterStubȁRegisterInterCondition₱ Ȃio

ңҩ dll ̆DebugStub DebugDumperȂ 

 

̆Backdoor ᴆ ⱳ Ҋ Ȃ 

 

三、关联样本分析 

 

ױ VenusEye Ҭ ῏ ⌠ԅҍ ₯ ῏
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ף Ȃ 

 

Ҋ ױ ῏ ⌠ № Ȃ 

3.1 配置信息比较 

῏ ⌠ ҹ 2014 2015 ( ױ №≢ ҹ

2014 2015 )Ȃ ̆ ῏ ұ҉̆ ῏ Ḡ ԅ

ѿ Ȃ 

 

mainȁmain64ȁmainpathȁ commonappdata/temp0ȁ64loadpathȁ loadpathȁ

loadpath7ȁtemp/upptent.exeȁAfterInstallationȁRemoveInstallerȁtwssrv.exeȁ

KVSrvXP.exe 

 

╠ Dropper ұ 360tray.exeȁcommonappdata/Revinst/upvent.bat̆

DropperӞ ⌠ԅ̆ᵖῃ Ȃ 

 

ԅ 3ȁ4 ̆ ұ Ҍ ̆ ӞҌᴪ Ȃ

ץ ΐ ҩ҉ ұ̆ ץ ҹ ѿҩ ̆ ױ ұҬѿ
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ҩ ̆ ҩ ҹ RevinstȂ 

3.2 释放文件比较 

̆ ҈ Loader temp0Ӟ ῍ ұ 

seriesȁmainpathȁCommonAppDataȁSystem/ȁWindows/ 

 

ғ 2014 2015 temp0 ῍ ұ̔ 

commonappdata/Windows CE/fake 

 

҉ fake Ȃ temp0 ⱴ ҹ fake Ȃ

ᵖ 2014 2015 temp0 acessȂ 

 

҈ fakeӞ ῍ ұ̔ 

loadpathxpȁ64loadpathxpȁloadpath7ȁ64loadpath7ȁloadpathsvȁ64loadpathsvȁ

windows/explorer.exeȁSearchIndexer-1ȁSearchIndexer-2ȁWorkModeȁAddressListȁ

ClientID ȁ ControllerID ȁ ControllerVersion ȁ PluginCoder ȁ Persistence ȁ

WorkingDirectoryȁsystem/msTracer.dllȁwindows/fxsst.dllȁsystem/srvlic.dllȁseries ȁ

SpecialPlugin ȁ

SYSTEM\CurrentControlSet\services\SharedAccess\Parameters\FirewallPolicy\Restric

tedServices\Static\SystemȂ 

 

Ԋ ҉ Ἕ̆ 64loadpath7ȁsystem/msTracer.dll ᵬҹ Loader f̆ake

ῃ Ҍ ̆Ӟ ⌠̆ᵖ fake Ҭׅ Ȃ Ҋ ̆

̔ 

64loadpath7̔system/msTracer.dll 

64loadpathsv̔windows/fxsst.dll 
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₯ Ώף ̆Ӟ ҩ └ ԅ ֓ ӈ̆Ҍ

⌠Ȃ ̆ ұ ᴪ ̆p ᴪḠ Ҍ Ȃ 

ᶏ fake 2014 2015 fake ԅңҩ ῏Ҋ cfg Ȃפ

פ №≢ 0C558B012/5047A6F4ȁ0DDD7303E/0CDF2E7F4Ȃ 

҈ ῒ 4ҩ ⱳפ ῃѿ Ȃ 

 

ғ̆҈ fakeץ main ClientIDȁControllerID Ȃfake

ClientID Ȃ ⌠ ClientBasicInformation פ ̆ᴪ ᴰ

ControllerID C&CȂ 

 

 2014(fake) 2015(fake) 2017( fake) main 

ClientID    E5201314 

ControllerI

D 

2014041014472

6 

2014041014472

6 

2016022415282

8 

2013062817333

8 

 

ClientIDȁControllerID ₯ ≢ ̆Ӟ ֓

֓ ̆ Ȃ 

҈ fake main C&C Ḥ ̆ Ḥ ȁⱴ ῃѿ ̆

ῒҬ Magic Ӟ 0xC7315A6BȂ ⌠ ̆

0xC7315A6B̆ ץ Ȃ 

̆ ҈ ̆ ף ̆ᵖ

ұ ̆פ Ḡ ԅѿ Ȃ 
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四、溯源分析 

 

ױ ̆ ῏ ҍ 

GDATA Ὲ ₯ ꜚľTooHashĿҬ ₃Ӎѿ

Ȃ 

Ҋҹץ fakeҬ opcodê ̃ҍ ľTooHashĿ ꜚҬ

פ Ȃ 

 

 

῏ № Ҋ̔ 

 

ԍ UAC Ӟ ῃѿ Ȃ 
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ľTooHashĿ ₯ ꜚ ᵌҺ ₯Ȃῒ ᶏ

₯ ᴆ Ҋ̔ 

102 ȁ103 .xls 

.doc 

ᴆ↓ .xls 

.xls 

Wo.doc 

 

₯ ȁVenusEye Ҭ ῏ ⌠ ץ

ľTooHashĿ ꜚ ̆ ѿҩ Ԋᵬ ѿ ₯

ҹȂ ғ ₯ԊᴆҬ ӊ╠ ף ̆ ᴆ

ԅ ̆ Ӟ ԅ ̆ ₃ ѿ Ȃ 

ԍ ̆ ῃ

APT ᴆȂ ̆ ױ ῒ ҹľ ĿȂ 

̆ ױ └₮ԅ ₃ ₯ ̆ ץ

₮ῒΐ 5 ҉ץ ꜚ ̆ ΐ ᴴⱬȂ 
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׆ ᴆҬ ҍ Ҭ ᴆ ̆ ץ

₯ ῀ ԅҬ ῃ ᵣ ̆ ῒ ҹ ₯ⱬ Ȃ ̆

₯ Ҭ ץ ̆ ԍ ѿҩҤ Ȃ 

五、总结 

 

ľ Ŀ ԍ 2013 ꜚ̆ Ẽ ̆ ׂῬ ᵊ

ꜚȂ ľ̆ Ŀ ׆ Ả ꜚ̆ῒᶏ

Ҍ ̆ ∞ױ Ҋѿ ₯ ᴪ ᴴⱬ̆Ҍ Ȃ 

╠̆ ԍ VenusEye Ҭ ῃ ֟

APT ₯ ꜚ Ȃ 

 

六、IOC 

 

Hash̔ 

ae3b268b4c48c385a788cdbfbb52ce0d 

4dbd68d3741d46170d2585aae4336b80 

a53a725a27eace541e52fc095e7af699 

5cc7038f67114bfb64e0c23223d902b1 

09a9bf5e8de0d9cfe3684b6df98b6d0d 
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10d678deeaad0b45dea9bd70e21325da 

a26ebe515cc6af6d05ad6d88c0257787 

415027680047ed31fa5a84c94a46d582 

31b6dbffc5f6d10e1fe7437626a7582b 

40e916f03bbbc64921496e88d2d1d099 

29daa2cffaf4e288388eb97da1f29a91 

dd00fc9adaa3e20630dad5e5faaeeff5 

66a4bd97867c6364a3846654dfd37a24 

095cf3f0ef7111d386bf7312186c7656 

1366f1c75368964f8af247d2709e4889 

6ec1db9872f6ca979649b4dab7bbe7fc 

024883786ba706fe8c8a6354a355d30c 

 

 

PDB ̔ 

main 

Z:\z_code\Q1\Client\Win32\Release\MainPlugin.pdb 

FxCoder 

Z:\z_code\Q1\Client\Win32\Release\StreamCoderPlugin.pdb 

inter 

Z:\z_code\Q1\Client\Win32\Release\InterMainPlugin.pdb 

Z:\z_code\Q1\Client\Win32\Release\InterMainStub.pdb 

io 

Z:\z_code\Q1\Client\Win32\Release\DebugPlugin.pdb 

Z:\z_code\Q1\Client\Win32\Release\DebugStub.pdb 

Z:\z_code\Q1\Client\Win32\Release\DebugDumper.pdb 

utility 

Z:\z_code\Q1\Client\Win32\Release\UtilityPlugin.pdb 
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0an%20intelligance-driven%20approach%20to%20cyber%20defense.pdf 

2̈https://public.gdatasoftware.com/Presse/Publikationen/Whitepaper/EN/GDATA_

TooHash_CaseStudy_102014_EN_v1.pdf 
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