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一.  核心观点 

╠ ̆APT֟ Ῥ ⱳ └ᵬ ľ Ŀ ₯̆ ≠ Ҋ

HawkEye ₯ ҹȂ 12 23 20 ̆ ₯ᶏ ⱴ ̆ ԅ

╠ 99.9% ᴆ Ȃ ̆ ̆ № ̆

ף ̆ΐ ᴇṿȂ 

₯ ץ̆ ᴆ ᴆ Ҭ̆ Ҍ ̆ᴪ ꜚ

Ҭ powershell̆Ῥ HawkEye keylogger̂ ̃ Ҋ Ȃҍ ╠ң

ȇ20161031_ ľ̆ Ŀ ҹ ₯ Һⱬ´Ȉȁȇ20161108_ľ Ŀ ₯ Ҍ

Ῥ ȈҬ ľ Ŀ Ḥ ₯ Ҍ ̆Ҋ ľ Ŀ ᴋⱵ ľ Ŀ ̆Ҋ ̆

ף ⱴ ̆ ῤ Ҭ ᴆ ̆ ̆

ᴆ Ȃ 

̂ 2.11̃ ₯ ̆ ľ Ŀȁľ ⱴ Ŀȁľ

Ŀ ľ Ŀ̆ HawkEyeľ Ŀ Һ └̆ №ṿ ױ ῀

Ȃ ױ 2015 ȇ Hedwig № ȈҬҒ HawkEye

̆ ⱳ ץ Ḥ Ḥ ȁ Ḡ Ḥ ȁ ᴆḠ

Ḥ ȁ Ḥ ȁ◄ ̆ Ȃ 

ԍ ῤ ᴆ ̆ ױ ̆ ₮ Ȃ 

ȍ Ȏ 

1ȁ Ҍ ֲ ᴆ̆ ῒ Ҍ ᴆ̆ῤ ₯ ᴆȂ 

2ȁ ԍ ₯ľ Ŀ ̆Ҍ ᵬȂ 

3ȁ ԍ ᴆ Ҍ ᴆ̆ ץ VenusEye@venusgroup.com.cn Ȃ Ӟױ

ᴪҹ ᶫ Ḥ ̂ ̃Ҥ Ḡ ̆ ғ ᶫ№ Ȃ 

4ȁ Ԑ ⌠ ̆ ֟ ̆

APT֟ ȁ APT֟ ̆ HawkEyeľ Ŀ Ȃ 

 

 

ȍᵬ ȎVenusEye ῃ ֓ ҍҙ Ạ ֜ ̆

ῤ ҹҙ Ȃ ̆ ױ ҉̆ ᶏ ԅ ױ ̆ ֓ᶏ ȁ

└ȁ ̆ ғ ₮ ̆ ̆ ױ ҙ ⇔ȁ Ғҙȁ ̆

₮ ̆ Ȃ 

 

 



二.  样本深度分析 

 

2.1  基本信息 

̔sample.doc 

MD5̔b27f**************************** 

2.2  宏样本分析 

0x01̔ҍӊ╠ ᵌ̆ Ҭ ѿ ̆ Ȃ 

 

 2.1   

 

0x02̔ ף ̆ ף ӊ ῤ Ȃ 



 

ף  2.2  Ḥ  

 

0x03̔ № ף ̆ Ҋ ף Ҭ ұ̆ ѿҩ ̆ ₮ѿ

 Ȃפ

 

ף  2.3   

 
 

0x04̔Ҋ ұ ̆Һ ҩ ̆Ḡ ׆̆

ұȂ 



 

 2.4  ұ 

 

 

 2.5  like  

 
 

0x05̔ ץ ⌠ ұ̆ ѿ powershellҊ ᴆ ѿ ̆פ

shell Ȃ 

 

 2.6  shell  

2.3  下载木马分析 

̔Nffdpsi.exe 

MD5̔472f**************************** 

 

0x01̔ Ҋ ᴆҹ Nffdpsi.exeȂ ̆ ╠ ᴆ ῒҌ ȂNffdpsi.exe

ѿҩ ᴆ̆ Ҋ҈ҩץ ᴆȂJbcwgbsk.exeҹ ᴆ̆ ңҩ ᴆҹ

ᴆȂ 



 

 2.7  ᴆ 

 

0x02̔ ⱳ ᾢ Jbcwgbsk.exĕ ᴆ ҹҤ ף Ȃ 

 

 2.8  Ҥ ף  

 

0x03̔Jbcwgbsk.exeᴪ Srxoeoaonmsiyy.bin ᴆ ⱴ ̆ ӊ ҹѿҩꜚ

̆ Ҋ IE Ȃ 



 

 2.9  ᴆ ⱴ  

 

0x04̔  IE  dumpҊ № ̆ ᴪ   



 

 2.11   

 

0x06̔HawkEye ѿҩ ץ ̆◄ Ḥ ̆ Ḥ ̆FTP Ḥ ̆ ᴆ

Ḥ Ḥ ̆ Ȃ 



 

 2.12  HawkEye Һ ⱳ  

 



0x07̔ Ḥ ᴰ Ȃ

 

 2.13  ᴰḤ  

 

三.  启明星辰 APT 检测产品如何报警 



 

 3.1  ‰ פ  

 

 

 3.2  ‰  

 

  



四.  为什么需要部署启明星辰 APT 检测产品 

APT ₯ӊ ץ ӊҹ ̆ ҹ ₯ ̆ ̆

̆ ᴰ ῃ ȁ῀᷅ ȁ῀᷅ ȁ ῏ȁ҉ ҹ ῏

ῃ ץ ̆ ̆ ԍ ץ Ҍ ӈ ̆ᶏ

ף ₯ȁ Ҋל ₯ Ȃ 

APT ֟ ԍ № ᴆ ҉̆ ԍ

℗ ̆ ѿ ⇔ ֟ Ȃ ԍ ⱬ ȁH-worm №

APT ₯̆ ⱴ῀᷅ ȁ └ ₯̆ APT

₯ Ҍԋ Ȃ ץ APT ֟ ̆ ̆

̂0-daỹ̆‰ ᵝ Һ Ȃ 

 

启明星辰 APT 产品检测解决思路 

₯ ̆ APT ֟ ̆ ץ ₯Ԋ

ᴆ Ȃ֟ ץ ₯ ᴆ ̆ ᾧ

ף Ҭ ̆ APT ₯ Ȃ 

APT ֟ ᵬ̆ҹѿ ף ΐ Ғҙ ῃ֟ ̆

̔ ף ȁ ₯ ȁ ≢ȁ

̂0-day ≠̃ ҹ ̆ Һ Ȃ ↓ ῤ ᾢ ̂

ꜚ ̃̆ ̔ԋ └ ȁ ȁROP≠ ȁ API

ȁ ȁShell code ȁ ̆ ץ ₮ APT ₯ ̆ ̆֟

ֲ Ⱶ̆ APT ₯Ȃ Ҋ  ̔



 

关于 VenusEye 金睛安全研究团队 

VenusEye ῃ ֟

Ғҙ № ̆Һ ֟

҉ ῃԊᴆȁ ȁ№ ̆

ᶫҒҙ№ Ȃ ᴪᶭ ֟ ̆

ῒҬ Ạ ῀ № ̆ ғ ₮

Ғҙ № ȁ ₮Ғҙ ̆ҹ ‗ ᶫ ꜛȂ 

VenusEye ῃ ׂ̆ᾢ ԅ

ȇ ̆ľ Ŀ ҹ ₯ Һⱬ´ȈȁȇH-worm

№ Ȉȁȇ Hedwig № ȈȁȇLocky

₯ № Ȉȁȇ №

Ȉȁȇ ԅ 18 ף

ȈȁȇSandWorm̂ץҊ ̔ ̃ ₯№ Ȉ

ᴍҒҙ ῃ№ ̆ Ҋ Ȃ 



五.  分析报告大事记 

1. 2016 12 07 ̆ ᴑҙ APT ֟ ̆ 1ҩ UAC ľ Ŀ

₯ ҹȂ 

2. 2016 12 01 ̆ ⱬ ȁ APT ֟ ̆ 3ҩ Neutrinoὅ

̆1ҩ ľ Ŀ ₯ ҹȂ 

3. 2016 11 29 -11 30 ̆ ⱬ 4ҩ ₯ ҹȂ 

4. 2016 11 21 ̆APT ֟ ⌠ѿҩ Ȃ powershell פ

׆ Ҋ Ȃ 

5. 2016 11 18 ̆APT ֟ ⌠ΐ ȁ └ȁ

ⱬ ̆ ץ ῤ ᴆ ̆ῃ Ȃ 

6. 2016 11 16 ̆ APT ֟ ̆ 8ҩ ľּי Ŀ ₯ ҹȂ 

7. 2016 11 16 ̆ APT ֟ ̆ 1ҩ ≠ ₯ ҹ̆1

ҩľ Ŀ ₯ ҹȂ 

8. 2016 11 11 ̆ APT ֟ 1ҩ ₯ ҹȂ ̆

ҹ ₯ ҹȂ 

9. 2016 11 10 ̆ APT ֟ ̆ 1ҩ ľ Ŀ ₯ ҹȂ 

10. 2016 11 10 ̆ ᴑҙ APT ֟ ̆ 4ҩ ľּי Ŀ ₯

ҹȂ 

11. 2016 11 10 ̆ APT ֟ ̆ 14ҩ ľּי Ŀ ₯ ҹȂ 

12. 2016 11 08 ̆Ῥ ῃ ԅȇľ Ŀ ₯ Ҍ ̆ Ῥ Ȉ Ȃ 

13. 2016 11 4 ̆ῃ ԅȇ ̆ľ Ŀ ҹ ₯ Һⱬ´Ȉ ̆ ᾢ

ѿ ľ Ŀ ₯ Ȃ 

14. 2016 9 28 ̆ APT ֟ ̆ 5ҩ ľּי Ŀ ₯ ҹ̆3

ҩץ rtf ₯ ҹȂ 

15. 2016 9 13 ̆ APT ֟ ̆ 2ҩ ľּי Ŀ ₯ ҹȂ 

16. 2016 8 31 ̆ APT ֟ ̆ 10ҩ ľּי Ŀ ₯ ҹȂ 

17. 2016 8 3 ̆ ȇH-Worm № ȈȂ 

18. 2016 6 6 ̆ Ḥ Ҭ APT ֟ ̆ 1ҩ ≠ ₯

ҹȂ 

19. 2016 6 2 ̆ Ḥ Ҭ APT ֟ ̆ 1ҩ ≠ ₯

ҹȂ 

20. 2016 5 29 ̆ ⱬῈ APT ₯ Ғ Ȃ 

 

 


